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The Reality Of Risks Erik Hollnagel
I/

It is a great honour for me to have been asked to write this preface for the Annual Report of
Human, Machine and System division of the Atomic Energy Society of Japan. But it is also
something of a challenge, since I was given the freedom to choose a subject of my own. The
challenge is, of course, not to find something to write about, but rather to select from the
many issues that come to mind in the wide field of human and machine interaction.

One place to start is by considering the most recent transition from the old year to the new
year. In the West considerable commotion and concern surrounded this, since we happen to
use a calendar system where this particular transition was from 1999 to 2000. Quite apart
from the superstition and mumbo-jumbo that often is associated with round numbers, including
dire prophecies about the end of the world, the transition was seen as a potential risk due to
some peculiarities of the computing systems that we use. This risk, unfortunately, was not
confined to the West, since the same information technology successfully had been exported
to most of the world.

In the end, nothing untoward happened, at least on a cataclysmic scale. Aeroplanes did not
fall from the sky, patients did not die as sophisticated hospital machinery failed, nuclear
power plants did not experience scrams, telecommunication did not grind to a halt, etc. There
were, of course, lots of minor disturbances, many of which are only slowly beginning to be
detected. But for better or worse, life went on as usual. The question that is now being asked,
is what all the fuss was about. More specifically, did the billions of dollars that were spent on
scrutinising billions of line of code really have an effect? In other words, were the risks
grossly overestimated and all the work therefore in vain, or was the risk assessment correct
and the counteractions effective?

If this seems remote from the day-to-day problems of getting human-machine systems to
work, it is only because of the scale. In the daily activities we face exactly the same challenges
to understanding and preventing system failures, and we face them repeatedly. The challenges
are:

*  Whether it is possible to understand what the problem is?

*  Whether it is possible to envisage the consequences and to differentiate between large
and small risks?

*  Whether there are any known means by which the risks can be reduced or eliminated?

In the case of the case of the so-called Y2K “bug” the problem was easy to understand.
Everybody, from housewives to managing directors and politicians, could understand that it
was impossible to write a four-digit number with two digits only. It was also easy to understand
that a failure to distinguish between 1900 and 2000 would have some consequences, although
the detailed mechanisms by which it could occur were sometimes obscure. However, everybody
knew that computers were all over the place, and everybody had at some point in time had the
experience of a failure of a computer system — either in the bank, at the ticket counter, at
work, or at home. It was therefore easy to imagine that seriously bad things might happen if
computers began to crash. Finally, there seemed to be an obvious solution, namely that of
going through the software and change all the places where years were represented by two
digits only. Overall the Y2K problem thus benefited from having a clearly described and
easily understood scenario, as well as a clearly defined solution — at least in principle.

The situation is, however, radically different on the scale of the problems that occur in day-
to-day practice. First, it is often not easy to understand what the problem is, or to see that
there is a problem at all — at least not until an accident has happened. This is in no small



“MSDDDDDDDDDDDDDDDDD

measure due to the success of eliminating the simpler problems, those due to really bad
interface design, to improper working procedures, to incompatible working conditions, etc.
As a result of that practically all of the obvious problems have been taken care of, which
means that only the complex ones remain. System failures are therefore mostly due to unusual
combinations of conditions, which involve the poorly understood characteristics of socio-
technical systems and organisations. While specialists in human factors, cognitive engineering,
or risk analysis may still be able to understand what the problems are, this understanding
often eludes people at a managerial and policymaking level.

Because the problems are difficult to understand, it also becomes difficult to envisage the
consequences and to pinpoint the significant risks. The events that one would want to avoid
may first of all only occur very infrequently, and are possibly so-called rare events — meaning
that they are almost never repeated. Since their aetiology is unclear, it may further be very
difficult both to determine what consequences may obtain and to assess their likelihood.
Finally, even if the risks can be assessed, the complexity of causes makes it hard to identify
simple and robust countermeasures. Without a clear focus, it is very difficult to know how to
respond, particularly if the response must be cost-efficient.

There is no shortage of examples that can illustrate the above analysis. One of the more
recent ones is the criticality accident that occurred at the nuclear fuel conversion facility of
JCO in Tokai-mura on September 30, 1999. This has all the markings of a rare, but complex
occurrence. [t was not easy beforehand to understand what the problem was, or even to see
that there was a problem at all. In retrospect we may say that if experts on organisational risk
had analysed the nature of the work and the working conditions, then they would have been
able to spot the potential dangers. The fact of the matter is that no one even thought of looking
at the work practices, and that none of those who were involved and who actually did the
work had any way of appreciating the risks. In the aftermath, people may be motivated to
look more closely at the practices in similar types of installations, but the enthusiasm will
soon wear off.

Even if the situation had been analysed, the risks would have been very difficult to assess.
The accident was due to an unusual combination of several events, which together managed
to render inefficient the barriers of the system. The main problem with such latent conditions
is that we can only look for the ones that we know. It is furthermore very difficult to categorise
them, which means that the search is based on cases or exemplars rather than on a well-
defined classification scheme. The lack of a clear understanding of how multiple events and
latent conditions interact also makes it very difficult to propose effective means that can
prevent similar accidents in the future.

In relation to the field of human-machine interaction and cognitive systems engineering, the
main lesson to be learned — one more time — is that accidents are due to usual actions under
unusual circumstances, rather than unusual actions under usual circumstances. In other words,
the exceptions cannot be found nicely tucked away in a single part of the joint system, such as
the operator or the interface, but are rather due to the dynamics and the complexity of the
interaction. People always try to optimise their work, at all levels and at all stage of the
system life cycle. Sometimes they lose control of what they do. The challenge is to understand
when and why it happens.

Erik Hollnagel

Professor, Department of Computer and Information Science,
University of Linkdping, Sweden.

Visiting Professor, Yoshikawa Laboratory, Graduate School of
Energy Science, Kyoto University.
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