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'I Doﬂnlng Riek Cormmunication
What is it? Why is it important?

Risk communication is an interactive process used in falking or
writing about fopics that cause concern about health, safety,
security, or the environment.

Today's environment for risk communication is complex. Public fear
ond concern cbout exposures to hazards have increcsed clong
with g comresponding demand for information. The NRC is working
to integrate risk andlysis into its reguictory octivities, anc this trend is
mirrored in meny other govermment ogencies in the United States
ond abroad. As risk cnalysis becomes an important cimension of
public polcy, the need 1o improve risk communication with
interncl ond external stakeholders is Clso increcsing.

What is risk?

The NRC uses the foliowing concept of risk
to prioritize resources cnd make declsions Prcbanity x
about compensatory measures: Coneaquensss

Risk = Probability x Consequences
t is cbout belencing the likelihood of on
occurence ogeinst ¢ set of consequences
renging from reiatively benign to poten-
ficlly catastrophic. The NRC’s assessment
of risk rests on sound scienfific onclysis

Public views cbout risk. on the other hang,
are summarized in risk communication

expert Dr. Peter Sandman's ecuation:” Undasstandng

Risk = Hazard + Outrage
Put another way, the probability that
something bed will happen to people
combined with the aspects of the situation thot upset them leads
to thek perception of risk. Factors that may influence public
outroge incluge perceivec magnitude of the hazerd, lock of
wnowledge of the hozord, distrust in the institution menaging the
hazard, cnd level of medic cttention

The differences between the NRC’s ang the public’s cefinitions
ond perceptions of risk create a situation simiar fo two people
specking In different kanguages. The only way 10 engege in

* www.psandman.com

Hezard + correcting ourselves, and we cre committed 1o learning from our
Ouraga mistakes. We realize that to regain your frust, the NRC needs fo

Snared Being open and honest goes a long way toward

Policy Alternatives Research Institute, The University of Tokyo

Factors outside your control include the following:

* medio coveroge.
* incicents ot other faclities, cnd
» nationcl crises or emergencios (6.9. September 11, 2001).

How to regain trust

Whether you have lost frust and credibility through your own
octions or os 0 result of cutsice events, there cre ways you con
regain them. In addifion to employing all the ways to buld credibil-
ity, Including acknowledging past mistakes, you ako can

+ take responsblity for actions cnd inactions,

* gpologize if cppropriate, ond
* show evidence of past safety performance and future
commitment,

Example: *Yes It is frue that we dropped the ball on .... It does not
represent NRC's finest hour, howevet we have methods for

demonstrate cur commitment 1o keeping you end your famiy safe
through our actions not owr words. For example, to odaress the
issue of ..., the NRC ks taldag ITe

building credibiiity.

« Trust and credibility go up and down because of
factors both within and beyond your confrol.

Practice Tip

Think of three people that you rely on for their profes-
sional expertise. These people may include a docfor, a
mechanic, national spokesperson, efc. What is it about
these people that has helped them eam your hrust? What
can you and the NRC do fo emulate those characteris-
tics?
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Components of Trust

Empathy—A sincere effort 1o uncerstend how
It would feel to be in the stakeholder’s pos
fion. Empathy is not the some as sympathy
or ogreement

“We can have the most ad-
vanced risk insights, the
best science, the leading
experts in the field, but if we
do not have an effective
communication plan, we
will fail.”

NRC Commissioner

Honesty—Iruthfulness cnd cpenness about
what yOu KNOw anNd whGT yOou CON' T KkNOwW
Lean toward providing more information

ramher than less

Commitment-—Decication to ensuring pub
lic scfety and 10 openly communicating with
stakeholders to understond ther perspectives
cnd 10 help them understand yours

“We thought we were knowl-
edgeable, but found that

Competence/Expertise—Ccpability In your

profession. When intercCting with stakehoiC from effective
ers who do not share your expertise, your g: were far tolf 3
technical competence is only one foctor in a personal level, | I
vour credibility was not doing my job as a

public servant. Once a
woman said, ‘| hear what
you're saying, but | don't
EAUT'DN believe you.’ That was like

getting punched in the

stomach. We meant well,

detrimental to

your credibility. NRC Staff Member
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I Precautionary Principle
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Critical Infrastructure Resilience:
Relationship between Components of Resilience and Resilience-enhancing Measures
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Anticipate

Resist Absorb

Respond Adapt

Recover

Preparedness

Mitigation

Response

Recovery

Activities taken by an entity to
define the hazard environment

to which itis subject

Activities taken prior to an
avent to reduce the severity
or consequences of a hazard

Immediate and ongoing activities,
tasks, programs, and systems that
have been undertaken or
developed to manage the adverse
effects of an event

Activities and programs
designed to effectively and
efficiently return conditions
to a level that is acceptable
to the entity

Equilibrium

|

Event

Anticipate
{Preparedness)

Rasist, Absorb_
{Mitigation)

Previous f New Equilibrium

l

II
Respond, Adapt
(Response)

\_/ Recover

Time

Figure 1: Components of Resilience and the Timing of an Adverse Event

ANL/DIS-12-1 Resilience: Theory and Applications,

Jan.2012
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I The Emergence of Risk : Contributing Factors

Factor #1: Scientific unknowns

Factor #2: Loss of safety margins

Factor #3: Positive feedback

Factor #4: Varying susceptibilities to risk
Factor #5: Conflicts about interests, values and science
Factor #6: Social dynamics

Factor #7: Technological advances
Factor #8: Temporal complications
Factor #9: Communication

Factor #10: Information asymmetries
Factor #1 |: Perverse incentives

Factor #12: Malicious motives and acts

Additional factor: Awareness of “Not in my term of office”

[ Factor #10 & #1 | J::>[ Factor #2 & #3 J |:> o

---------------------------------- Factor # | ----mmmmemm e
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I Deficits Relating To Assessing And Understanding Risks

Cluster A:Assessing and understanding risks

v

v

v

!’

Gathering and
Interpreting knowledge

Dealing with disputed,
potentially biased or
subjective knowledge

Dealing with knowledge
related to systems and
their complexity

Acknowledging that
knowledge and
understanding are never
complete or adequate

Al: Missing, ignoring or
exaggerating early signals of
risk

A2: Lack of adequate
knowledge about a hazard,
including probabilities and
consequences

A3: lack of adequate
knowledge about values,
beliefs and interests, and
therefore about how risks
are perceived by
stakeholders

A4: Failure to adequately
identify and involve relevant
stakeholders in risk
assessment

Ab: Failure to consider
variables that influence risk
appetite and risk acceptance

A6: The provision of biased,
selective or incomplete
information

A7: lack of appreciation or
understanding of the
potentially multiple
dimensions of a risk

A8: Failure to reassess in a
timely manner fast and/or
fundamental changes
occurring in risk systems

A9: Over- or under-reliance
on models

A10: Failure to overcome
cognitive barriers to
imagining events outside of
accepted paradigms




Policy Alternatives Research Institute, The University of Tokyo

I Deficits Relating To Managing Risks

Cluster B: Managing risks

v v v

Developing organizational

Preparing and deciding on risk Formulating responses, resolving .. )
. . . o capacities for responding and
management strategies and policies conflicts and deciding to act .
monitoring
B2: failure to design risk management BI: Failure of managers to respond to B5: Failure to muster the necessary
strategies that adequately balance early signals that a risk is emerging will and resources to implement risk
alternatives management policies and decisions
Bl I: lack of understanding of the
B3: failure to consider a reasonable complex nature of commons B9: Failure to build or maintain an
range of risk management options problems and of adequate adequate organizational capacity to
management tools manage risk
B4: inappropriate balancing of benefits
and costs in an efficient and equitable B12: Inappropriate management of B10: failure of the multiple
manner conflicts of interests, beliefs, values departments or organizations
and ideologies responsible for a risk’s management
Bé: Failure to anticipate, monitor and to act cohesively
react to the outcomes of risk B13: Insufficient flexibility in the face
management decisions of unexpected risk situations

B7: Inability to reconcile the time
frame of the risk with those of
decision-making and incentive
schemes

B8: Failure to balance transparency
and confidentiality
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I Organizational Capacity

B Assets include knowledge, financial and human resources, organizational structures
and processes, and the organizational integration that deploys these assets most

effectively.

Rules, Norms, Regulations
Resources
Competencies and knowledge

Organizational integration

B Skills are the ability of organizations and their managers and staff to adapt their assets
to deal with changing and often dynamic situations.

Flexibility

® Vision

Directivity

B Capabilities constitute the framework in which the assets and skills can be best
exploited, including the network within which an organization cooperates and
communicates in the handling of risks, and the overall governance regime under which
that network operates.

Relations
Networks

Regimes
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